Abstract This work presents a model for multiobjective routing in MPLS networks formulated within a hierarchical network-wide optimization framework, with two classes of services, namely QoS and Best Effort (BE) services. The routing model uses alternative routing and hierarchical optimization with two optimization levels, including fairness objectives. Another feature of the model is the use of an approximate stochastic representation of the traffic flows in the network, based on the concept of effective bandwidth. The theoretical foundations of a heuristic strategy for finding "good" compromise solutions to the very complex bi-level routing optimization problem, based on a conjecture concerning the definition of marginal implied costs for QoS flows and BE flows, will be described. The main features of a first version of this heuristic based on a bi-objective shortest path model and some preliminary results for a benchmark network will also be revealed.
Introduction and Motivation
Modern multiservice network routing functionalities have to deal with multiple, heterogeneous and multifaceted QoS (Quality of Service) requirements. This led to routing models, the aim of which is the calculation and selection of one (or more) sequences of network resources (designated as routes, which correspond to loopless paths in the network representation) satisfying certain QoS constraints and the optimization of route related metrics. Therefore there are potential advantages in formulating important routing problems in these types of networks as multiple objective optimization problems. These formulations enable the trade-offs among distinct performance metrics and other network cost function(s) to be pursued in a consistent manner. Note that the definition of the objective functions and constraints depends strongly on the nature of the considered routing principles, the type of network technological platform and the features of the offered traffic flows associated with different service types.
In these networks, connection-oriented services, namely with guaranteed QoS levels, may be implemented. The traffic flows are composed (at the physical level) of packet streams that are forwarded from node to node, according to some specific technical rules. When the packets enter the network, they are grouped in different FECs (Forward Equivalence Classes) according to specific criteria, namely the originating node, the destination node and the grade of service that has to be provided. The 'traffic trunks' are an aggregation of flows of a certain class and can be characterized by the ingress and egress nodes, the FEC they are associated with, and a set of parameters/attributes with impact on the traffic engineering schemes, which define some essential requirements of the routing models. The routing mechanism for packets used in the MPLS networks is based on the establishment of the so-called LSPs (Label Switched Paths). At the ingress node, a label containing information on the FEC is associated with the packets. At each intermediate node, the LSRs (Label Switching Routers) forward the packets using a specific label switching technique: the label is an index into a routing table with information on the next network arc (or hop) and the next label to be assigned to the packet. Therefore, end-to-end "explicit routes" may be established in association with the implementation of advanced QoS-based routing mechanisms. In particular explicit routes enable source routing mechanisms, characterized by the fact that the route followed by each packet stream (of a given connection) is entirely determined by the ingress router. This is an inherent advantage by comparison with the hop-by-hop (i.e. node by node) routing method typical of IP routing. Details on traffic engineering-related concepts in MPLS networks relevant in the present context are described in [2, 3, 33] . The described features in association with other functional capabilities of MPLS enable the implementation of advanced QoS-based routing mechanisms, namely through the definition of explicit routes satisfying certain QoS requirements for each traffic flow of a given FEC.
Having in mind these features and capabilities of MPLS routing a significant number of routing models has been proposed in the literature in recent years. A routing model can be described in terms of various features. A key feature is the routing optimization framework which has to do with the scope and nature of the formulation of the routing calculation problem; in this respect we may distinguish network-wide optimization models and flow-oriented optimization models. In the former the objective functions are formulated at network level and depend explicitly on all traffic flows in the network. Examples of these functions are average total traffic carried, total expected revenue, average packet delay or a function which seeks the optimization of the utilization of the arcs of the network in terms of their level of occupancy, as in [13] and [26] . In contrast, flow-oriented optimization models consider the objective functions formulated at the level of each particular node-to-node connection or flow, for example number of arcs of the path, path cost (for a specific link usage path metric) or mean packet delay on the particular traffic stream. Examples of this type of models are the numerous QoS routing models which are based on single-objective constrained shortest path formulations (a review can be seen in [22] and an overview in [4] ). Another feature refers to the nature of the chosen objective functions and constraints, namely whether the optimization model is single or multiobjective, and the type of functions and constraints (technical, economic, social or other). The representation of node-to-node demand requests or traffic offered is also relevant in a telecommunication routing model. We can consider different types of traffic models in terms of the granularity of the representation (for example representation at connection request level or traffic flow level i.e. in terms of a sequence of connections throughout time), or the nature of this representation, namely whether it is deterministic or stochastic.
A recent systematic, in-depth review on main issues, optimization models and algorithms concerning routing methods in communication networks can be seen in [31] . An overview of some applications of MCDA (Multicriteria Decision Analysis) tools in telecommunication strategic planning and negotiation is shown in [16] . A review on applications of MCDA in telecommunications network planning and design, including a section on routing models, is presented in [4] . An overview of a significant number of contributions on multicriteria routing models in telecommunication networks followed by a description of a bi-level hierarchical multicriteria routing model of the flow-oriented optimization type, is put forward in [5] .
As discussed in [7] , a significant number of routing models for MPLS has been proposed in the literature in recent years which often differ in key instances of the modeling framework. Based on the analysis of the remarkable differences observed in the models proposed in this area, a discussion on key conceptual issues involved in the various modeling approaches and a proposal of a generic hierarchical multiobjective network-wide routing optimization framework or "meta-model" has been presented in [7] .
The possibility of applying this modeling framework to a MPLS type network, already outlined in [7] , namely by considering two classes of service, QoS traffic (first priority traffic) and Best Effort (BE) traffic (second priority traffic), was a major motivation for this work.
This work presents, in detail, a model for multiobjective routing in MPLS networks formulated within the framework developed by the authors in [7] , assuming that there are two classes of services (and different types of traffic flows in each class), namely QoS and BE services. The flows of QoS type (first priority flows), when accepted by the network, have a guaranteed QoS level, related to the required bandwidth, while BE traffic flows, which are treated in the model as second priority flows, are carried by the network in order to obtain the best possible QoS level for the current network routing solution. Another feature of the routing model is the use of alternative routing: when a first choice route assigned to a given micro-flow, belonging to a certain traffic flow (corresponding to a "traffic trunk") is blocked, a second choice route may be attempted. An important feature of this model is the use of hierarchical optimization typically with two optimization levels, including fairness objectives: the first priority objective functions refer to the network level objectives of QoS type flows, namely the total expected revenue and the maximal value of the mean blocking of all types of QoS flows; the second priority objective functions refer to performance metrics for the different types of QoS services and the total expected revenue associated with the BE traffic flows. Another important feature of the model is the use of an approximate stochastic representation of the traffic flows in the network, based on the use of the concept of effective bandwidth for macroflows and on a generalized Erlang model for estimating the blocking probabilities in the arcs, similar to the one used in [29, 26] . After describing in detail the routing model in Sect. 2, including the underlying traffic model, we will present in Sect. 3 the theoretical foundations of a specialized heuristic strategy for finding "good" compromise solutions to the very complex bi-level routing optimization problem. This theoretical foundation is based on a conjecture concerning the definition of marginal implied costs for QoS flows and BE flows, presented for the first time in this paper, which is an extension and adaptation of earlier definitions of implied cost for single service networks with alternative routing in [18] . The structure of the heuristic procedure for resolving the problem is analogous to the one described in detail in [7, 26] . The new version of the heuristic, presented here, is based on a constrained bi-objective shortest path model, the objective functions of which are QoS or BE marginal path implied costs, depending on the class of the routed traffic, and path blocking probabilities. Also, in Sect. 4, a description of a first version of this heuristic will be presented, and some preliminary results for a test network will be revealed in Sect. 5.
Description of the Routing Model
The present model can be considered as an application of the multiobjective modeling framework for MPLS networks described by the authors in [7] . This framework (or "meta-model") uses hierarchical optimization with up to three optimization levels: the first priority objective functions refer to the global network level; the second priority objective functions refer to performance metrics for the different types of services supported by the network; the third priority functions are concerned with performance metrics for the micro-flows of packet streams of the same FEC.
It is a network-wide routing optimization approach of a new type, in the form of a hierarchical multiobjective optimization model, which takes into account the nature and relations between the adopted objective functions related to the different types of traffic flows associated with different services. We would like to note that various multiobjective models previously proposed use objective functions chosen to reflect only indirectly network technical-economic objectives. A typical example is the minimization of a utilization cost for all arcs expressed, through empirical functions, in terms of the occupied bandwidth as in [14, 13, 12, 20] . In fact, the pursued objective is to optimize the total traffic carried in the network or the associated expected revenue. One can say that this type of approach is just a rough approximation to the 'hidden' (or implicit) objective function the model seeks to reflect, especially taking into account the random nature of traffic patterns, even in stationary or quasi-stationary network working conditions. Instead, our model considers an explicit representation of the most relevant technical-economic objectives in a network-wide routing optimization, such as the total expected revenue (expressed in terms of the traffic carried of all service types). This aspect of the modeling approach is in line with the school of thought adopted by [18, 19, 29] , in the context of single-objective routing models.
We propose a hierarchy of objective functions by considering in a first approach two levels of optimization with several objective functions in each level. The first level (first priority) includes objective functions formulated at network level for the QoS type traffic and considering the combined effect of all types of traffic flows in the network. The second level refers to average performance metrics of the QoS traffic flows associated with the different types of services supported by the network and the expected revenue of the BE traffic. An important feature of the model is the explicit consideration, as objective functions, of 'fairness' objectives, at the two levels of optimization. These are objectives of min-max type and seek to make the most of the proposed multiobjective formulation. In previous formulations of routing models for these networks, such aims related to fairness are usually not considered explicitly in any form or just represented through constraints on certain performance metrics. Another important feature of the model is the stochastic representation of the traffic flowing in the network as described in [7, 29] .
We will consider two classes of services, namely QoS corresponding to services with certain guaranteed QoS levels, and BE, where the corresponding traffic flows are routed seeking to obtain the best possible quality of service but not at the cost of the QoS of the QoS traffic flows (first priority traffic flows). The service types in each class are grouped in the sets S Q (for QoS service types) and S B (for BE service types), and the traffic flows of each service type s ∈ S Q or s ∈ S B may differ in important attributes, namely the required bandwidth.
The consideration of two (or more) classes of traffic flows in a routing model is a complex issue and different heuristic approaches have been proposed in the literature. Examples of these approaches, typically flow-oriented models, are in [20, 23, 21] . As for network-wide optimization approaches, [30] describes a bi-objective routing model using lexicographic optimization where a primary objective function is the weighted sum of the carried bandwidth associated with QoS traffic flows and a secondary objective function of the same type is defined for the BE traffic. A heuristic procedure based on a decomposition technique and multicommodity flow programming is developed for obtaining solutions to the problem.
Some definitions relevant to the model are now formally introduced.
Definition 1.
A traffic flow is a mathematical entity specified by f s = (v i , v j , γ s , η s ) for s ∈ S = S Q ∪ S B that corresponds to a stochastic process, in general a marked point process, that describes the arrivals and basic requirements of µ-flows, originated at the MPLS ingress node v i and destined to the MPLS egress node v j , using the same LSP and characterized by the vectors of 'attributes' γ s and η s for service type s.
The vector γ s describes the traffic engineering attributes of flows of service type s and the vector η s enables the representation of the mechanism(s) of admission control to all links l k in the network by calls of flow f s . The set of all traffic flows of type s will be denoted by F s .
In the teletraffic modeling approach considered here, these attributes include the required effective bandwidth d s and the mean duration h( f s ) of a µ-flow in f s . In our model a 'µ-flow' corresponds to a 'call', the term call being used in its broadest sense, that is, as a connection request with certain features. The use of the concept of effective bandwidth [17] in the present context (MPLS networks with explicit routes) was earlier proposed in [29] and used in [25, 26] . This enables an upper level network representation in the traffic plane level, through an equivalent multirate loss traffic network.
Consider that we have an approximate teletraffic model that is capable of estimating the node-to-node blocking probabilities B( f s ) for all flows f s of all service types.
Definition 2.
A routing plan R is a set of loopless paths, for all network services and all flows, which corresponds to a possible routing pattern in the network, assuming that up to M − 1 alternative routes may be attempted by any connection request of f s : R = ∪ |S | s=1 R(s) for all the network services, where |S | is the total number of services,
In the present model (one-stage alternative routing), M = 2. This means that for each flow f s the first choice route r 1 ( f s ) will be used unless it is blocked as a result of one of its links l k not having the required available bandwidth d s (or as prescribed by a general probabilistic availability function ψ ks ). If r 1 ( f s ) is blocked then the second choice route r 2 ( f s ) will be attempted by the connection request and the request will be blocked only if r 2 ( f s ) is also blocked.
Let A( f s ) represent the mean of the traffic offered by traffic flow f s in Erl and A o s represent the total traffic offered by the flows of the service type s,
Definition 3. The average blocking probability for all traffic flows of type s, for a given routing plan R, is B ms =
In particular, B ms|Q = B ms for given s ∈ S Q . Definition 4. The maximal blocking probability among all traffic flows f s of QoS class and type s, is B Ms|Q = max f s ∈F s {B( f s )}, s ∈ S Q . Definition 5. The maximal average blocking probability among all QoS service types, is B Mm|Q = max s∈S Q {B ms }.
Let w( f s ) denote the expected revenue associated with calls of a generic flow f s and A c s be the total carried traffic by traffic flows of type s, A c
Definition 6. The total expected revenues associated with QoS(BE) traffic flows, are given by W Q(B) = ∑ s∈S Q(B) A c s w s .
In the framework of the meta-model [7] we may formulate a two-level multiobjective routing optimization problem by separating the total expected revenue in two parts: W Q for the traffic flows of QoS type and W B for the traffic flows of BE type, as defined above, and by considering explicitly performance optimization of QoS service types. While W Q will be a first priority objective function, together with the maximal blocking probability for all QoS service types, B Mm|Q , W B will be a second level objective function. This seeks to guarantee that the routing of BE traffic, in a quasi-stationary situation, will not be made at the cost of a decrease in revenue or of an increase in the blocking probability of QoS traffic flows.
The second level of optimization also concerns QoS service types and includes 2|S Q | objective functions to be minimized, the mean blocking probability B ms|Q for flows of type s ∈ S Q , and the maximal blocking probability B Ms|Q , defined above. Note that B Ms|Q represents the fairness objective defined for each service type s ∈ S Q .
These considerations led to the following formulation of a two-level hierarchical optimization problem for two service classes:
subject to the equations of the underlying traffic model.
Here the acronym P-M2-S2 stands for 'Problem -Multiobjective with 2 optimization hierarchical levels -with 2 Service classes'. It is important to note that while QoS and BE traffic flows are treated separately in terms of objective functions in order to take into account their different priority in the optimization model, the interactions among all traffic flows are fully represented in the model. This is guaranteed by the adopted traffic modeling approach underlying the optimization model. This is another major difference in comparison to other routing models proposed for networks with two service classes.
The definition and calculation of the parameters in the expressions are given in [8, Appendix A].
It should be noted that this model is a simplification of the general model for QoS and BE service classes outlined by the authors in [7, Sect.3.3] . In the addressed routing optimization model P-M2-S2 only the macro level representation was considered, having in mind the avoidance of increased complexity in a model, which is by itself very complex, resulting from the inclusion of a third optimization level in the routing model, as well as the corresponding additional computational burden.
The traffic modeling approach is the one used in [7] and earlier in [29, 26] for tackling the calculation of blocking probabilities experienced by the traffic flows in network links. It is based on the concept of effective bandwidth (see underlying theory in [17] ), in association with the definition of MPLS explicit routes. The effective bandwidth can be considered as a stochastic measure of the utilization of network resources enabling the representation (in an approximate manner) of the effects of the variability of the rates of different traffic sources, as well as the effects of statistical multiplexing of different traffic flows in a network. This conceptual tool was used in routing optimization models of multiservice networks of various types as in [29, 26] . Hence, the network may be represented in the traffic plane by a multiclass loss traffic network, equivalent to a multirate traffic circuit-switched network.
The basic calculation sub-model enables the blocking probabilities B ks , for connection requests of service type s in link l k , to be obtained in the form This approximation was suggested in [29] in the context of off-line singleobjective multiservice routing optimization models and was also used in the multiobjective dynamic alternative routing model [26] . The use of very efficient and robust stochastic approximations is absolutely critical in a routing optimization model of this type, for tractability reasons. The detailed description of the traffic model can be seen in [7, 8] .
Foundations of the Resolution Approach
In the hierarchical multiobjective network-wide optimization routing problem P-M2-S2 we will consider that the routing principle uses alternative routing i.e. the decision variables are the network routing plans R.
The hierarchical multiobjective alternative routing problem in question is highly 'complex' as a result of two major factors: the strong interdependencies among all objective functions (via the {B( f s )}) and the interdependencies between the objective function parameters and the (discrete) decision variables R (network route plans). All these interdependencies are defined by the underlying traffic model.
Concerning overall complexity it can be said that the simplest, 'degenerated' single objective version of the problem, corresponding to the single objective function W Q , one single service and no alternative routing (M = 1) is NP-complete in the strong sense, as shown in [11] . Note that our model is a bi-level, multiobjective formulation of this type of problem. This and the interdependencies among the objective functions are a strong indication of extreme intractability of the problem.
Concerning the possible conflict between the objective functions in P-M2-S2, it can be said that in many situations, the maximization of W Q entails a deterioration on B( f s ), s ∈ S Q , for "small" intensity traffic flows A( f s ) which tends to increase B Ms|Q and, as a result, B Mm|Q . In single-objective routing models this effect is usually tackled by imposing upper bounds on the values B( f s ). These relations between objective functions of this type have been analyzed in [27] . Note that this is a major factor to justify the interest and potential benefit in using multiobjective approaches when dealing with this type of routing problem.
The resolution (in a multicriteria analysis sense) of the routing model P-M2-S2 will be performed by a heuristic approach, a first version of which is presented in the next section. This heuristic is the extension and adaptation to this problem of the heuristic procedure described in [9] and [26] .
The heuristic developed for problem P-M2-S2 is based on the calculation of solutions of a bi-objective shortest path problem. In this problem the path metrics to be minimized will be the marginal implied costs (as defined according to the following analysis) and blocking probabilities.
The implied cost c ku resulting from the acceptance of a call of flow f u in link l k is a powerful mathematical concept in routing optimization in circuit-switched networks, and was originally proposed by Kelly [18] for single-rate traffic networks. It was extended to single route (i.e. without alternative routing) multirate traffic networks in [15] and [29] . It can be defined as the expected value of the loss of revenue in all network traffic flows which may use link l k resulting from the acceptance of a call from f u associated with the decrease in the capacity of this link. Therefore the implied cost measures the knock-on effects on all network routes (of all traffic flows) resulting from the acceptance of a call from f u in a link l k . The authors have adapted in [9] and [26] the definition of c ku to multirate loss networks with alternative routing by extending the corresponding expression given for single-service networks in [18] . This extension implies that the c ku can be calculated from the equations:
with
where s r p ( f s ) is the surplus value of a call on route r p ( f s ), λ r p ( f s ) is the marginal traffic carried on r p ( f s ), L r p ( f s ) is the blocking probability for calls of f s on route r p ( f s ) (p = 1; 2), considering that r 1 ( f s ) and r 2 ( f s ) are disjoint paths, and Conjecture A: In multirate networks with (one-stage) alternative routing the sensitivity of the revenue W T with respect to the traffic A( f s ) being offered to a pair of routes (r 1 , r 2 ), when an approximation to the expected revenue is calculated from the solution of the fixed point equations in B ks , can be written
where the c ks are the implied costs and these satisfy the system of equations (1)-(2).
The validity of this conjecture implies that the implied cost c ku can be interpreted as the exact mathematical measure of the 'knock-on' effects on all network routes of all network flows resulting from the acceptance of a call from f u in link l k , in the terms stated above. This in turn is consistent with the calculation of the c ks through the system (1), by applying the theory developed in [18] .
It will be further assumed that w r 1 ( f s ) = w r 2 ( f s ) = w( f s ). The fixed point equations in this statement result from the traffic model and constitute a system of implicit non-linear equations enabling the calculation of the B ks in terms of link capacities (expressed through matrix C = [C k ]), the offered traffic matrix A = [A( f s )], and the current network routing plan R. The calculation of c ks through (1)-(2) also implies the solution of a system of equations. (4) is performed by fixed point iterators, for given C, A and R.
In [9] and [26] , the authors formulated a bi-level multiple objective dynamic alternative routing problem for multiservice networks for a single service class with multiple service types:
subject to the equations of the teletraffic model enabling the calculation of {B( f s )} in terms of {A( f s )} and R, where W T is the total expected network revenue associated with the traffic carried by all service types, B ms is the average blocking probability for all traffic flows of service type s, B Ms is the maximal value of those blocking probabilities, and B Mm is the maximal value among the B ms and is, together with W T , the first priority objective function. This routing model can be considered as an application of the meta-model associated with P-M3-S2 (ProblemMultiobjective with 3 optimization hierarchical levels -with 2 Service classes) [7] and as a particular case of the addressed model, P-M2-S2, by considering only one service class.
The resolution approach to P G − S was based on the calculation of solutions to the bi-objective shortest path problem P (2) , formulated for every end-to-end flow f s , min r( f s )∈D( f s ) {m n (r( f s )) = ∑ l k ∈r( f s ) m n ks } n=1;2 , where m 1 ks = c ks and m 2 ks = − log(1 − B ks ), and D( f s ) is the set of feasible loopless paths for flow f s , resulting from traffic engineering constraints. The logarithmic function is used to transform the blocking probability into an additive metric.
The use of this constrained bi-objective shortest path problem as a basis for the resolution approach to the network problem P G − S relies on the fact that the metric blocking probability tends (at a network level) to minimize the maximal node-tonode blocking probabilities B( f s ) while the metric implied cost tends to maximize the total average revenue W T (see [10] and [27] ). When one states that using the minimization of path implied cost 'tends' to maximize W T this would be in rigor only valid if the choice of such an 'optimal' path for a given f s would not change in any form the network working condition, an assumption that is not true, having in mind the interdependencies among {c ks }, {B ks } and R (see (4) ). This is the ultimate source of difficulty in devising a heuristic based on this principle, as outlined in the next section.
Nevertheless it was possible to develop a heuristic approach based on this principle that gave very good results when compared with reference routing methods like RTNR (Real Time Network Routing) of AT&T, and DAR (Dynamic Alternate Routing), aimed at maximizing the total expected revenue, as shown in [26] .
In order to extend this resolution principle to the problem P-M2-S2 we need to extend the definition of implied costs to a network with two service classes. For this purpose we propose the following definition of marginal implied costs associated with QoS (BE) traffic, by extending the original interpretation of implied costs by Kelly [18] to a multirate loss network with two service classes. Hence we will define the marginal implied cost for QoS traffic, c Q ku , associated with the acceptance of a connection (or "call") of traffic f u of any service type u ∈ S on a link l k , as the expected value of the traffic loss induced on all QoS traffic flows resulting from the capacity decrease in link l k . In an analogous form one can define the marginal implied cost c B ku for BE traffic associated with the acceptance of a connection of traffic flow f u on link l k .
We will assume, as a conjecture, that the marginal implied costs for QoS (BE) traffic can be estimated by solving a system of equations analogous to (1)- (2), by restraining the summation on the right hand side of (1) 
where the coefficients α Q(B) ∈]0.0; 1.0[ satisfy the above normalization condition. This condition and the calculation of the marginal costs through those equations are consistent with the definition of the sensitivity of the marginal revenues associated with QoS and BE traffic, through expressions analogous to (3), as described in the following conjecture.
Conjecture B:
In multirate networks with (one-stage) alternative routing and two service classes, the sensitivity of the revenues W Q(B) with respect to the traffic A( f s ) being offered to a pair of routes (r 1 , r 2 ), when an approximation to the expected revenue is calculated from the solution of the fixed point equations in B ks , can be written
In fact, taking into account that W T = W Q +W B , (6) and (5), together with the condition c ks = c Q ks +c B ks , imply (from the additivity property of the derivatives) equation (3) (in conjecture A). The marginal expected revenues per call of f s , w Q(B) ( f s ) (such that w Q ( f s ) + w B ( f s ) = w( f s )) in equation (6) may be interpreted as the part of the expected revenue w( f s ) generated by a connection of f s that is accepted by the network (for a given choice of the pair of routes (r 1 ( f s ), r 2 ( f s ))), that is assigned to the calculation of the sensitivity of the revenue from the point of view of traffic losses induced either in the QoS traffic flows or in the BE flows.
In the present model we will consider, as a first approach, α Q = α B = 0.5 so that no bias is induced in the calculation of the marginal costs through the choice of these factors.
This conjecture plays a central role in the theoretical foundation of the resolution approach, since its validity implies that the marginal implied costs associated with QoS(BE) traffic can be interpreted exactly as stated in the paragraph above. This also implies the consistency of the calculation of the {c
ks } through a system analogous to (1), with the changes associated with the introduction of marginal coefficients w Q(B) ( f s ).
The auxiliary bi-objective shortest path problem to be solved will have two possible configurations. The first one will use as link cost coefficients m 1 ks = c Q ks when one intends to obtain candidate solutions to improve the revenue of the QoS traffic, and the second one will use m 1 ks = c B ks when one seeks to improve the revenue associated with the BE traffic.
To solve this constrained shortest path problem we will use an adaptation of the previously developed algorithmic approach MMRA-S or Modified Multiobjective Routing Algorithm for multiservice networks, described in [9] and [26] .
A First Heuristic Approach
Next we describe the main features of a heuristic procedure for solving the model in the context of application to the MPLS network used in [30] . The basic architecture of the heuristic is analogous to the MODR-S (Multiobjective Dynamic Routing for Multiservice networks) heuristic described in [9] and applied in [26] , with some relevant adaptations. These adaptations and changes in the heuristic have to do, on the one hand, with the different type of the considered network topology, as shown in Figure 1 , that unlike the one for which MODR-S was specified (a fully meshed network) has low connectivity. On the other hand, there are important differences in the objective functions as a result of the existence of two traffic classes, as previously analyzed.
The 'core' of the heuristic is the generation of candidate solutions (r 1 ( f s ), r 2 ( f s )) for each f s , where r 1 ( f s ) is defined according to the rules described hereafter and r 2 ( f s ) is typically obtained through a constrained bi-objective shortest path algorithm, devised for problem P (2) , MMRA-S2.
Having in mind the network topology and the need to make a further distinction between real-time QoS services (video and voice services) and non-real time QoS services (such as 'premium data' service), special rules were defined for the selection of candidate first choice routes r 1 ( f s ). An important parameter defined from these rules is the maximal number of arcs D s per route for each service type s.
In general, for QoS services, r 1 ( f s ) is chosen as the direct arc whenever it exists. If no direct path exists, then for real-time QoS services one of the feasible paths with the least number of arcs is chosen. If there is more than one of these paths, the choice is made according to MMRA-S2, by using priority regions defined in the objective function space of P (2) (see [9, 26] ). These criteria result from the more stringent constraints on delay and jitter of this type of services, and also having in mind an increase in reliability of the connections. For the remaining QoS services the initial choice of r 1 ( f s ) is made by using the algorithm MMRA-S2 and the mentioned priority regions. A similar procedure is applied for obtaining r 1 ( f s ) for BE traffic flows. Note that for BE traffic flows, the direct path, whenever it exists, is treated exactly as any other path, i.e. no preference is given to the direct path over the other paths. Concerning the calculation of the second choice routes r 2 ( f s ) for QoS or BE traffic, this is made according to the MMRA-S2 algorithm. These alternative routes may be eliminated through a mechanism designated as Alternative Path Removal (APR) proposed in [26] , in order to prevent performance degradation in overload conditions. Therefore, r s = r 2 ( f s ) is eliminated whenever m 1 (r s ) > α Q(B) · d s · z APR and m 2 (r s ) > − log(0.7) · z APR , where z APR ∈ [0.0; 1.0] is an empirical parameter which has to be adequately chosen through extensive experimentation with the model. The complete set of rules used in the given network to define candidate routes (r 1 ( f s ), r 2 ( f s )) is described in [8, Appendix C]. As for the 'core' algorithm MMRA-S2 it is basically an adaptation to the present model of the bi-objective constrained shortest path algorithm in [26] , which is an extension of the algorithm in [10] to a multiservice environment. The main features of MMRA-S are now briefly reviewed. Note that in general there is no feasible solution which minimizes both objective functions of P (2) simultaneously. Since there is no guarantee of the feasibility of this ideal optimal solution, the resolution of this routing problem aims at finding a best compromise path from the set of non-dominated solutions, according to some relevant criteria previously defined. In this context, since path computation and selection have to be fully automated, such criteria are embedded in the working of the algorithm MMRA [10, 27] via preference regions in the objective function space.
The purpose of the MMRA version used in the present context is to calculate solutions to problem P (2) , and is a variant of the algorithm proposed in [1] for a bi-objective shortest path problem of the same type, adapted to the requirements and specifics of the multiobjective dynamic routing model MODR-S [26] . The approach given in [1] (inspired by the one presented in [32] and [6] concerning a procedure to search interactively non-dominated paths) enables the calculation and selection of non-dominated paths in the framework of a routing control mechanism. The procedure satisfies this requirement by integrating the K-shortest paths algorithm [24] and a special concept designated as "soft constraints" (that is constraints not directly incorporated into the mathematical model). The main features of this approach are: i) the representation of QoS requirements through soft constraints corresponding to requested and acceptable thresholds for each QoS metric; ii) the consideration of this type of thresholds defines priority regions in the objective function space in which non-dominated solutions are searched for; iii) the non-dominated paths are computed by means of an extremely efficient K-shortest path algorithm proposed in [24] , designated as MPS algorithm; iv) the adaptation of the preference thresholds to time-varying network working conditions, as required in dynamic routing applications. Further details on the MODR-S teletraffic model and MMRA, in a multiservice network, can be seen in the report [25] .
This algorithm was adapted straightforwardly to the present routing model, by incorporating in the definition of the feasible route set D( f s ) and in the route selection procedure the rules described in detail in [8, Appendix C] . Also the coefficients of the second objective function are the marginal implied costs, either c Q ks or c B ks depending on the expected revenue (associated with QoS or BE traffic) we are seeking to improve.
Note that successive application of MMRA-S2 to every traffic flow does not lead to an effective (even less robust) resolution approach to the network routing problem P-M2-S2. The essential reason for this is an instability phenomenon that arises in such a path selection procedure, expressed by the fact that the route sets R tend to oscillate between certain solutions, some of which may lead to poor global network performance under the prescribed criteria. This is associated with the complexity and interdependencies in the network problem P-M2-S2, namely the interdependencies between {c Q(B) ks } and {B ks } and between these two sets of parameters and the current total route set R.
A general idea of the heuristic is to seek, for each service, a routing solution R(s) which may lead to a better performance in terms of W B , B ms|Q and B Ms|Q , s ∈ S Q , hence leaving network resources available for traffic flows of other services so that the solutions selected at each step may enable an improvement on the higher level objective functions W Q and B Mm|Q . Therefore the heuristic is constructed in order to seek, firstly for each QoS service and beginning with the higher bandwidth services (considering s = 1, · · · , |S Q |) and, secondly, for each BE service and beginning with the higher bandwidth services (s = |S Q | + 1, · · · , |S |), solutions which dominate the initial one, in terms of B ms|Q and B Ms|Q for QoS services and in terms of W B for BE services, while not worsening any of the network main metrics, W Q and B Mm|Q (taking into account the optimization priorities in P-M2-S2).
The basis of the heuristic approach (similarly to MODR-S [26] ) is to search for the subset of the path set
elements of which should be possibly changed in the next route improvement cycle. Detailed analysis and extensive experimentation with MODR-S led us to propose [27, 26] a specific criterion for choosing candidate paths for possible routing improvement by increasing order of a function ξ ( f s ) of the current (r 1 ( f s ), r 2 ( f s )).
The criterion depends explicitly on the first choice path r 1 ( f s ) and on the alternative path r 2 ( f s ). The adaptation of this criterion to the present model P-M2-S2 considers:
if the effect over QoS(BE) traffic is being considered, and where
and c
.
The aim of the factor F Q(B) C
( f s ) is to favor (concerning the interest in changing the second choice route when seeking to improve W Q or W B ) the flows for which the second choice route has a high implied cost and the first choice route a low implied cost. The factor (n 2 − n 1 ) was introduced for normalizing reasons having in mind that r 1 ( f s ) has n 1 arcs and r 2 ( f s ) n 2 arcs, in the considered network. The aim of the second factor F L ( f s ) is to favor the choice of the flows with worse current blocking probability. In the cases where overload conditions led to the elimination of the alternative path (see explanation above),
A second point to be tackled by the heuristic procedure is to specify how many (and which) of the routes with smaller values of ξ ( f s ) should possibly be changed by applying MMRA-S2 once again. For this purpose the effect of each candidate route, in terms of the relevant objective functions, is anticipated by solving the corresponding analytical model.
The heuristic is initialized with a set of paths (r 1 ( f s ), r 2 ( f s )) that was defined without any previous optimization. The quality of the final solution obtained with the heuristic is dependent on the quality of the initial one. The initial routing plan R o to be used in the heuristic considers that the r 1 ( f s ) are chosen as follows: the initial path chosen for every flow f s is the shortest one (that is, the one with minimum number of arcs); if there is more than one shortest path, we choose the one with maximal bottleneck bandwidth (i.e. the minimal capacity of its arcs); if there is more than one shortest path with equal bottleneck bandwidth, the choice is arbitrary. The alternative routes r 2 ( f s ) are chosen from the candidate paths obtained from MMRA-S2 according to the procedures of solution analysis and selection explained above and in the next paragraphs.
In order to have a "good" initial solution some alternative paths must be eliminated from the initial set of paths. According to the criterion of elimination of the alternative paths proposed in [9] and [26] , all paths r 2 ( f s ) satisfying
should be eliminated (|F s | is the number of flows of type s). This procedure keeps only 'good' alternative paths in the initial solution, and it seeks to improve both the service performances (especially for the services with higher bandwidth demands) and the network main performance metrics. Note that if the final solution of the heuristic does not dominate the initial one (before the elimination of some alternative paths) in terms of the first level objective functions, then it is this initial solution that should be adopted. However, this situation never occurred in all the tests performed.
The heuristic starts off with a cycle that covers all the services, beginning with the QoS services s = 1, · · · , |S Q | and ending with the BE services s = |S Q | + 1, · · · , |S |. Note that QoS services are treated in the model as first priority traffic, and BE services as second priority traffic. Within each class of service, the algorithm begins with the types of services with higher bandwidth demands. Experience has shown that this ordering of the services generally leads to a better performance of the heuristic. Therefore, the heuristic is set up to find, for each service, and starting with the most demanding services, solutions that dominate the previous one with respect to the first level objective functions W Q and B Mm|Q , if possible without worsening the partial criteria for each service, B ms|Q and B Ms|Q for QoS services and W B for BE services.
The two main cycles of the heuristic are improvement cycles of the objective functions. Two variables, nPaths and mPaths, define the current number of paths, ordered according to ξ ( f s ), which are candidates for possible improvements in these two cycles. A specific service protection scheme to prevent excessive network blocking degradation in overload situations, the APR, is used, as described earlier.
The parameter z APR varies between 0.0 and 1.0, and its value is defined in the inner cycle of the heuristic.
Concerning the numerical complexity of this heuristic, it can be said that the instructions in the inner cycle of the procedure are executed at least C N = |S |(6|F N |− 1), where |F N | = 1 |S | ∑ s∈S |F s | is the average number of traffic flows per service. This figure C N is an indication of the heuristic numerical complexity just at the level of the 'optimization' procedures. One should note that each calculation of the objective functions and marginal costs (which are used as coefficients in the auxiliary bi-objective shortest path model) involves the numerical resolution of a large system of non-linear equations in {B ks } and {c
ks } and such calculations have to be repeated whenever a candidate pair of paths (r 1 ( f s ), r 2 ( f s )) is recalculated and analyzed, in terms of its impact on the objective function values.
This heuristic is formalized in the Appendix. A more detailed explanation is in the report [8] .
Application of the Model
In this section, computational results obtained with the MOR-S2 heuristic in a network case study analogous to the one in [30] , are presented. The "quality" of these results concerning W Q was compared to results obtained with another model proposed in [30] for MPLS networks with two service classes that uses a lexicographic optimization formulation based on a deterministic MCF (Multicommodity Flow) model, which gives an upper bound to our objective function W Q in P-M2-S2. For this purpose the network case study for two service classes in MPLS addressed in [30] was considered.
Application of the Model to a Network Case Study
In [30] , a model is proposed for traffic routing and admission control in multiservice, multipriority networks supporting traffic with different QoS requirements. Having in mind a better understanding of the application case study we will begin with an overview of the relevant features of the model proposed in [30] . Instead of using stochastic traffic models in the calculation of paths, deterministic models are used, in particular mathematical programming models based on MCFs. These models are only a rough approximation in this context, and in fact they tend to under-evaluate the blocking probabilities. As a result, an adaptation of the original model was introduced in [30] in order to obtain more 'correct' models, that is models which give a better approximation in a stochastic traffic environment. The authors of [30] propose a simple technique to adapt the MCF model to a stochastic environment: the requested values of the flows bandwidths in the MCF model are compensated with a factor α ≥ 0.0, so as to model the effect of the random fluctuations of the traffic that are typical of stochastic traffic models. The higher the variability of the point processes of the stochastic model, the higher is the need for compensation and therefore the higher should α be. A deterministic traffic routing model based on MCFs is specified, where traffic splitting is used. This means that the required bandwidth of each flow may be divided by multiple paths from source to destination, allowing for a better load balancing in the network.
The objective functions of this problem to be maximized are the revenues W Q and W B , associated with QoS and BE flows. A bi-criteria lexicographic optimization formulation is considered, concerning the revenues W Q and W B , so that the improvements in W B are to be found under the constraint that the optimal value of W Q is maintained.
In the deterministic flow-based model [30] L ) ) to the network, T ( f s ) = m s T i j . The transformation of this type of matrix into a matrix of traffic intensities, used in our stochastic traffic model, can be carried out as described in Appendix E.1 of the report [8] . The model for calculating the blocking probabilities is described in Appendix B of the same report.
In the application example in [30] , results for the QoS flows revenue W Q are presented for three values of α: α = 0.0 corresponds to the deterministic approach; α = 0.5 is the compensation factor when calls arrive according to a Poisson process, service times follow an exponential distribution and the network is critically loaded; and α = 1.0 for traffic flows with higher 'variability'. The results for the BE revenue W B are not presented, but for α = 0.0 the maximum value is 79.33% of the maximum possible value W max B , because 20.67% of the traffic is not even admitted to the network due to an admission control scheme. The results for the revenues obtained from the information provided in [30] [30] should be viewed as upper bounds on the QoS revenue values of the problem P-M2-S2, because of the differences between the two optimization problems and the important differences in the underlying routing control and traffic models, previously referred to. In fact an important feature of the resolution approach of the routing problem in [30] is the admission control of BE traffic flows at the first stage of resolution, so the BE traffic that is actually offered to the network is the fraction of traffic that was not rejected by the admission control. Also note the absence of alternative routing as well as the use of traffic splitting. Therefore, for a specific traffic matrix, the model in [30] tends to obtain smaller values of blocking probability by comparison with a situation without admission control, and this tends to favor higher global revenues. Also the traffic representation, even in the approximated stochastic model [30, Sect.5.4] , is a bit rough and tends to under-evaluate the blocking probabilities and to over-estimate the revenues.
Some Experimental Results
The test network M1 proposed in [30] is displayed in Figure 1 . It has N = 8 nodes, with 10 pairs of nodes linked by a direct arc. The network has a total of |L | = 20 unidirectional arcs, one in each direction for every pair of adjacent nodes. The bandwidth of each arc C k is shown in Figure 1 . The number of channels C k (with
There are |S | = 4 service types with the features described in Table 1 In MOR-S2, an initial solution has to be chosen and applied as input data to the heuristic. We chose to consider an initial solution with only one path for each flow, i.e. without a second choice path as we concluded that this is more adequate, and leave it up to the heuristic to find an adequate solution with second choice paths. The initial solution is the same for all the services and the paths are symmetrical.
The objective function values for the initial and final solutions obtained with the MOR-S2 heuristic are in Table 2 . The revenue values have 2 decimal places and the blocking probability values have 3 significant figures. The value of the QoS revenue in the final solution is also presented as a percentage of the optimal value obtained in [30] . Q|α=1.0
The MOR-S2 heuristic manages to start off with an initial solution with poor values for the objective functions and still finishes with a solution with significantly better values. The values for all the objective functions, for all values of α, are improved through the heuristic. The QoS revenue of the final solutions are slightly worse than those of the optimal solution in [30] , as expected. However, these QoS revenues can be considered very good as they stand for approximately 99% of the optimal values in [30] . Therefore, we can consider that MOR-S2 has managed to find an adequate "good" compromise routing solution to the routing problem P-M2-S2. In fact these experimental results for three traffic matrices showed that the expected QoS revenue obtained with our heuristic is never less than 98.7% of that upper bound while a substantial improvement on the other objective functions could be obtained with respect to the initial solution, using only shortest path first choice routing, typical of Internet routing conventional algorithms.
Conclusions and Further Work
In the emergent MPLS technology for the Internet the implementation of connectionoriented services from origin to destination is possible. This feature in association with other functional capabilities of MPLS enables the implementation of advanced QoS-based routing mechanisms, namely by establishing "explicit routes" (determined at the originating node) for each traffic flow.
Having in mind these features and capabilities of MPLS routing it is possible to explore the multicriteria nature of the routing environment and associated metrics (of technical and economic nature), and devise multicriteria routing models capable of explicitly incorporating various network revenues and performance metrics, including fairness QoS objectives at the level of the services. This enables the formulation of multiobjective network-wide optimization routing models, namely hierarchical multicriteria models, for possible application at the top level of this type of networks.
In this work we described a bi-level multiobjective routing model in MPLS networks, formulated within the general modeling framework developed by the authors in [7] , assuming that there are two classes of services (and different types of traffic flows in each class), namely QoS and BE services. The routing model also considers the possibility of using alternative routing when that is advantageous to the first priority objective functions. An important feature of this model is the use of hierarchical optimization with two optimization levels, including fairness objectives. Another feature of the model is the use of an approximate stochastic representation of the traffic flows in the network, based on the use of the concept of effective bandwidth for macro-flows and on a generalized Erlang model for estimating the blocking probabilities in the arcs. Also note that while QoS and BE traffic flows are treated separately in terms of objective functions in order to take into account their different priority in the optimization model, the interactions among all traffic flows are fully represented through the traffic model. This is another advantage in comparison to other routing models proposed for networks with two service classes.
We have also presented the theoretical foundations of a specialized heuristic strategy for finding "good" compromise solutions to the very complex bi-level routing optimization problem. This theoretical foundation was based on a conjecture concerning the definition of marginal implied costs for QoS flows and BE flows, which is an extension and adaptation of earlier definitions of implied costs for singleservice networks with alternative routing in [18] . The structure of a first version of a heuristic procedure for resolving the problem was described. The model was applied to a test network previously used in a benchmarking study [30] that uses a lexicographic optimization routing approach, including admission control for BE traffic, based on a deterministic traffic representation, the results of which can be considered as upper bounds with respect to the QoS traffic revenue. These preliminary results seem quite encouraging concerning the potential performance of a multicriteria routing model of this nature.
The major limitation of this type of model is its inherent great complexity and the associated computational burden, which constitute the reverse of its 'ambitious' features, namely, network-wide optimization, multiobjective nature with a significant number of objective functions, use of alternative routing and a stochastic representation of traffic flows of multiple service types. This makes, at present, its potential practical application restrained to networks with a limited number of nodes, such as the core and intermediate (metro-core) level networks of low dimension. The model could also be used as the basis of a periodic type dynamic routing method, similarly to MODR-S [26] .
Further work on this model will involve the search for improvements in the heuristic procedure, through sensitivity analysis of the present version, or the possible development of metaheuristics for this very complex network routing problem. Finally a discrete event simulation platform will be developed, which will enable a more exact evaluation of the results of the heuristic in a stochastic dynamic environment closer to real network working conditions. 
Appendix -Formalization of the MOR-S2 Heuristic

